
Creating a GIS Web Editing Tool for Building Footprint Maintenance
By Pipat Reungsang
Iowa State University
GIS Support and Research Facility
Federal Geographic Data Committee
CAP Grant Project 08HQAG0063
Iowa Geographic Information Council
December 31, 2009
Table of Content
3Introduction


4Software requirements


4Microsoft products


4ESRI products


5Data requirements


6Preparing the map document


6Making the data available through ArcSDE


7Modifying the map document


8Publishing map service


9Creating web application


9Create web site


9Adding layer to the map


11Configuring tasks


11Editor task


12Query Attributes task


18Print task


20Choosing the look and feel of the application


20Enabling and configuring the map elements


20Setting the page properties


21Customizing the Web Mapping Application


27Securing the web application


27Configure the user and role location in Manager


28Add users and roles


31Secure a Web application





Introduction
With ArcGIS Server, you can create Web applications for editing data with a minimum amount of writing code. You create these applications in ArcGIS Server Manager. Creating the application is actually the final step of a larger workflow. The first step is to make your data available through an ArcSDE geodatabase. Once you have your data available through ArcSDE, you need to create a map from the data and symbolize it appropriately. You publish this map document to ArcGIS Server so that it will be available to users of your Web application. Then, you create and configure the Web application with the Editor, Query, and Print tasks. As a final step, you configure your web application for secure access over the Internet This document explains each part of the workflow for creating  the Structure Maintenance Tool - web editing application for the 2008 CAP Grant project.
FGDC/USGS Agreement Number 08HQAG0063

Software requirements

To create an ArcGIS Server service with authenticated web editing, the following software needs to be installed on, or accessible from, your system.
Microsoft products
· IIS Web Server Version 5.X or higher
· .NET Framework 2.0
· ASP.NET 2.0 Ajax Extension 1.0
· Microsoft Visual Studio 2005 or higher
· Microsoft SQL 2005 Express
ESRI products
· ESRI ArcSde 9.3 or higher
· ESRI ArcGIS Desktop 9.3 or higher
· ESRI ArcGIS Server 9.3 or higher
Data requirements
To create an ArcGIS Server service for web editing, all resources below need to be accessible from your system. Note that you can find the map document and all feature classes on the accompanying CD disk.
· ArcGIS 9.3 map document contains layers and symbols template (Maps.mxd).
· Feature class contains subtype and Domain template for CAP Grant building structure layer (CAPGrant_Lidar_Structure).
· Example Feature class for Lidar building structure layer (Example_Lidar_Structure).
· Feature class for 2008 DOT transportation layer (DIRECT_LANE_2008).
· Feature class for IDNR county layer (county_boundaries).
· Feature class for IDNR townships layer (pls_townships).
· Feature class for IDNR sections layer (pls_sections).
· Feature class for IDNR cities layer (incorporated_areas).
· Raster dataset for IDNR last returned lidar layer (INT_CSC02LR).

· WMS layer for hillshade 30-meter USGS DEM

· WMS layer for hillshade 10-meter USGS DEM

· WMS layer for DRG 1:24,000-scale

· WMS layer for Iowa USDA NAIP 2006

· WMS layer for Iowa USDA NAIP 2008

Preparing the map document
The map document (Maps.mxd) you will use for the web editing application contains both editable and noneditable layers. Before you make any changes to the map document, you need to make your data available through an ArcSDE geodatabase first. Follow these steps to prepare your dataset. 
Making the data available through ArcSDE

1. Start ArcCatalog, and make a new connection to your ArcSDE geodatabase from ArcCatalog with a spatial database connection.
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2. Insert the CD that comes with this report into your CD drive.

3. In the Catalog tree, go to the CD drive. Under CAPGrant folder, select a raster dataset and all feature classes, except Example_Lidar_Structure from the CAPGrant personal geodatabase.
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4. Right-click the selected items and click Copy. 

5. Double-click on the geodatabase you’ve just created at step 1 and click Paste. 

6. On the Data Transfer dialog box, confirm that all items you want to transfer are listed. Click OK. 

7. Right-click on the CAPGrant_Lidar_Structure on the geodatabase, choose Load, and Load Data option.
8. Click Next.

9. At the Input data, browse to building feature data that you want to import into this layer. If you don’t have one, you can import an example of building feature data from Example_Lidar_Structure on the CAPGrant personal geodatabase. Click Open, Add, Next, Next, Next, Next, and Finish.
Modifying the map document
Once all required data from the previous section are available through an ArcSDE geodatabase, you need to change the source locations of the data being displayed in the map document (Maps.mxd) to the ArcSDE geodatabase. Do the following:
1. Start ArcMap if it isn’t already running.
2. Click the Open button [image: image3.bmp] on the Standard toolbar.

3. Click the Look in drop-down arrow and navigate to the folder that contains the Maps.mxd file.

4. Click the Maps.mxd, and click Open.

5. Locate the Buildings layer in the table of contents. Right-click the layer and click Properties.
6. Click the Source tab. Note that the name of the feature class is shown at Data Source box.

[image: image4]
7. Click the Set Data Source button, navigate to the data source on the ArcSDE geodatabase, and click Add. 
8. Click OK, and repeat step 6-8 to change the data source for Interstate, U.S.Route, Iowa Route, Local Route, County, Townships, Sections, and Cities layers. 

9. After all are fixed, click Save button and close ArcMap.

Publishing map service
Once your map document is completed, you can publish it as a map service. When you publish a map service, you make it available on your ArcGIS Server so that many users can access it at once.

Follow these steps to publish a map service that you can use for editing:
1. Log in to ArcGIS Server Manager and click Services link from the left panel.
2. Find CAPGrant folder from the Services. If you don’t have the folder, click the Manage Folder link, choose Add to add the CAPGrant folder. The CAPGrant folder is the folder where you have to publish the service.

3. Select the CAPGrant folder and click the [image: image5.bmp] icon to Add New Service.

4. On the first page of the wizard, you're prompted to give your service a name. Enter Maps for Name: and click Next.
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5. Find the resource that you want to publish. This is the map document ([image: image7.bmp] Maps.mxd) you just created from the previous section. If it's in a shared directory, you can browse to the map document. If it's not in a shared location, carefully type the path of the map document.
6. Click Next to move to the next page of the wizard. Notice that the Mapping capability is enabled by default. Uncheck all other options and click Next.
7. At the Pooling wizard, select Not Pooled option and change the Minimum and Maximum number of instances to 5 and 10, respectively.

8. Increase the maximum time a client can use a service to 1800 seconds. Increase the maximum time an idle instance can be kept running to 3600 seconds. Click Next twice.
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9. The final page of the wizard explains that the service will be created and gives its URL. Click Finish to publish the service and close the wizard.
Creating web application

To start creating your web application, you need to be logged in to Manager. Once you've logged in to Manager, follow these steps to create an application:
Create web site

1. Click the Applications tab and click Web Applications.

2. Click Create Web Application.
3. Type a name for your application for example, CAPEditing. The Applications tab in Manager lists all the Web applications you have deployed on your server. The name that you enter here will be used in that list.
4. Type a more detailed description of the Web application. This description will also be visible from the Applications tab.
5. Optionally, click Advanced Options to change the default Web server, port number, and host URL for the application. These options can be useful if you want to create a Web application on a different machine or if you want an outward-facing URL that doesn't expose a machine name.
6. Click Next to continue to the layer selection panel.
Adding layer to the map

1. Click Add Layer on the Layers tab.

2. Examine the list of available GIS servers. If the server containing your layer does not appear on the list, click Add GIS Server and choose the ArcGIS Server Local type and enter name of server for Host. 
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Once you have entered the connection information for the server as described above, click Add.

3. Double-click on the server name you just added, double-click on CAPGrant, and select Maps, and click Add. 
4. Once you've added Maps layer to the Current Layers list, click on the +sign in front of the Maps layer.
5. Clicking the Buildings sublayer inside the Maps layer reveals additional properties for the sublayer. You'll see three categories of properties: Symbols, Records, and Fields. 

6. Click on the Fields tab, and make sure only the following fields are checked (by default, all fields will be checked):

· FType

· FCode

· Name

· NumFloors

· BldHeight

· Base_Height

· Address

· City

· County

· State

· Zipcode

· LastUserUpdate
· LastUpdateDate
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The Fields tab controls the display of field attributes for the layer when viewed in tabular form, such as when using Map Identify tool.

7. When you're done selecting layers and are ready to configure tasks for your application, click Next to move on to the next portion of the wizard. 
Configuring tasks
You define the GIS functionality in your Web applications by selecting and configuring tasks. Tasks encapsulate specific functionality for your application, such as querying or editing. For this report, three tasks will be added into the web application including Editor, Query Attributes, and Print tasks.
Editor task

The Editor task provides a suite of tools for Web-based editing of features and attributes in ArcSDE geodatabase. This task requires that your application contain a map service accessed through an ArcGIS Server local connection that includes at least one layer from an ArcSDE geodatabase. 
1. On this panel, you want to include the Editor task, so click Add Task. In the Available Task Items list, click Editor and click OK.
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2. With the Editor task still selected, click Configure. You can use the resulting dialog box, the task configurator, to do the following things:

· Choose the layers and versions you can edit 

On the General tab, make sure the Buildings layer is checked. 
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· Choose the types of edits users can make 

On the Settings tab of the configurator, set all the options as shown below.
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3. When you've configured the Editor task the way you want it, click OK to close the dialog box.
Query Attributes task

The Query Attributes task helps users select or view certain data on the map based on that data's attributes. A Query Attributes task creates a single query on one map layer.  The web application allows us to have multiple Query Attributes tasks; to group them all together, tasks can reside in a folder.

For this web application, four Query Attributes tasks will be created inside a folder including By Username, By Building type, By County, and By Date. 

1. To add a New Folder, click on the [image: image14.bmp] icon from add task panel.
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2. Double-click on the New Folder in the task list, type Find Building, and hit the enter key to finish.  
3. With the Find Building folder still selected, click Add Task. Select Query Attributes from the Available Tasks items. Click OK.
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4. After adding a Query Attributes task into the folder, click the Configure button to display the task configuration settings.
· At the General tab, enter By Username for the Task Name.

· Click the Setting tab, click Add button at for Query Expression.

· Enter Username: for the Label Text.

· Change Field to LastUserUpdate.
· Click on Select from List option for Value.

· Click on the Get Sample Value button.

· You can modify the value of the box below by using the keyboard if you want. 
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· When you’ve finished the task click OK to close the dialog box.

5. Click the Find Building folder, click Add Task. Select Query Attributes from the Available Tasks items. Click OK.

6. Click the Configure button to display the task configuration settings.

· At the General tab, enter By Building type for the Task Name.

· Click the Settings tab, click the Add button to create a Query Expression.

· Enter Building type: for the Label Text.

· Change Field to FType.
· Click on Select from List option for Value.

· Click on the Get Sample Value button.

· Add the following items in the box below.

790-Building General

701-Agriculture, Food, and Livestock

710-Industry

720-Comercial and Retail

730-Education

740-Emergency Response and Law Enforcement

750-Energy

760-Banking and Finance

780-Mail and Shipping

800-Health and Medical

810-Transportation Facilities

820-Public Attractions and Landmark Buildings

830-Government and Military

840-Weather

850-Water Supply and Treatment

880-Information and Communication
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· When you’ve finished the task click OK to close the dialog box.

7. Click the Find Building folder, click Add Task. Select Query Attributes from the Available Tasks items. Click OK.

8. Click the Configure button to display the task configuration settings.

· At the General tab, enter By County for the Task Name.

· Click the Settings tab, click the Add button to create a Query Expression.

· Enter County name: for the Label Text.

· Change Field to County.
· Click on Select from List option for Value.

· Click on the Get Sample Value button.

· Add the following items in the box below.

19001-Adair

19003-Adams

19005-Allamakee

19007-Appanoose

19009-Audubon

19011-Benton

19013-Black Hawk

19015-Boone

19017-Bremer

19019-Buchanan

19021-Buena Vista

19023-Butler

19025-Calhoun

19027-Carroll

19029-Cass

19031-Cedar

19033-Cerro Gordo

19035-Cherokee

19037-Chickasaw

19039-Clarke

19041-Clay

19043-Clayton

19045-Clinton

19047-Crawford

19049-Dallas

19051-Davis

19053-Decatur

19055-Delaware

19057-Des Moines

19059-Dickinson

19061-Dubuque

19063-Emmet

19065-Fayette

19067-Floyd

19069-Franklin

19071-Fremont

19073-Greene

19075-Grundy

19077-Guthrie

19079-Hamilton

19081-Hancock

19083-Hardin

19085-Harrison

19087-Henry

19089-Howard

19091-Humboldt

19093-Ida

19095-Iowa

19097-Jackson

19099-Jasper

19101-Jefferson

19103-Johnson

19105-Jones

19107-Keokuk

19109-Kossuth

19111-Lee

19113-Linn

19115-Louisa

19117-Lucas

19119-Lyon

19121-Madison

19123-Mahaska

19125-Marion

19127-Marshall

19129-Mills

19131-Mitchell

19133-Monona

19135-Monroe

19137-Montgomery

19139-Muscatine

19141-Obrien

19143-Osceola

19145-Page

19147-Palo Alto

19149-Plymouth

19151-Pocahontas

19153-Polk

19155-Pottawattamie

19157-Poweshiek

19159-Ringgold

19161-Sac

19163-Scott

19165-Shelby

19167-Sioux

19169-Story

19171-Tama

19173-Taylor

19175-Union

19177-Van Buren

19179-Wapello

19181-Warren

19183-Washington

19185-Wayne

19187-Webster

19189-Winnebago

19191-Winneshiek

19193-Woodbury

19195-Worth

19197-Wright
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· When you’ve finished the task click OK to close the dialog box.

9. Click the Find Building folder, click Add Task. Select Query Attributes from the Available Tasks items. Click OK.

10. Click the Configure button to display the task configuration settings.

· At the General tab, enter By Date for the Task Name.

· Click the Setting tab, click the Add button to create a Query Expression.

· Enter From (mm/dd/yyyy): for the Label Text.

· Click the Add button to create a Query Expression.

· Enter To (mm/dd/yyyy): for the Label Text.

· Click OK to close the dialog box.
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Print task
The Print task allows the user to print the map along with any task results they choose. When invoked from the Web application, the task displays a print dialog box that allows the user to enter a title for their map, set the map size and quality, and choose any task results to print under the map. 

1. To add and configure the Print task in Manager, click the Add Task option in the Task Items list.

2. Click the Print task and click OK.
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3. With the Print task still selected, click Configure, which displays the configuration dialog box for the Print task.
4. Click on the Settings tab, change any of these settings as follows:

· The Map Size setting to Medium.

· The Map Quality setting to Normal.
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When setting the page size and quality, keep in mind that the GIS server imposes limits on the maximum image size it can return. If the print task map request exceeds the limits of the GIS server, the particular service will not print.

Choosing the look and feel of the application

After choosing layers and tasks, you'll set the supporting details for the application such as title, links, and which map elements to display. 

Two panels within the Manager assist you in configuring the look and feel of your application. The first panel includes a list of map elements that you can enable and configure for the application. The second allows you to set the page properties, namely the title text, theme, and links to external Web sites.
Enabling and configuring the map elements

1. Click on the Map Elements tab.

2. Modify and ensure that you are setting the Map Elements options as shown below.
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3. Click Next to go to the Page Properties tab
Setting the page properties

1. Enter GIS Web Editing as the title text for your application. This is the text that users will see on the top banner of the application. This text will also appear in the Web browser's title bar.

2. Change theme color as shown below.
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3. Remove ESRI and ESRI Support Center links by clicking on the [image: image25.png]


 icon.
4. Click Finish. 
Customizing the Web Mapping Application

After the CAPEditing web application is generated by Manager, Visual Studio 2005 can be used to customize it to meet specific needs. For this report, the web querying and editing solutions will require customizing the behavior of those tasks. The following customizations to the out-of-the-box functionality are listed below.

· Modify Query Attributes Task for Find Building by Building type.

· Modify Query Attributes Task for Find Building by Date.

· Hide certain fields in the Building layer when using Editor Task.

· Automatically update the LastUserUpdate and LastUpdateDate fields when using Editor Task.
Whether the application is created in Manager or Visual Studio, a Web Mapping Application contains both standard Web page design elements and Web controls. The Web controls include both standard ASP.NET Web controls, as well as those specific to ESRI's Web ADF. Do the following to customize the CAPEditing web application.
· Launch Microsoft Visual Studio 2005 and open the CAPEditing solution where you created the web application from the previous section.

· In the Solution Explorer, open the Default.aspx by right clicking on it and select View Designer option.
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· Find the TaskManager component, and click on the QueryAttributesTask3 object.
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· In Properties, click on the [image: image28.png]®xtestarcgisserver.gis.iastate.edu - Remote Desktop.
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button at the PredefinedQuery option to open the Query Attributes Editor dialog box.

· Ensure that the Custom Where Expression is checked and modify the Where Expression Format String as show below.
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· Click OK to close the dialog box.
· At the TaskManager component, click on the QueryAttributesTask4 object.

· Again, in Properties, click on the [image: image30.png]®xtestarcgisserver.gis.iastate.edu - Remote Desktop.
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button at the PredefinedQuery option to open the Query Attributes Editor dialog box.

· Ensure that the Custom Where Expression is checked and modify the Where Expression Format String as shown below.
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· At the TaskManager component, click on the QueryAttributesTask5 object.

· Again, in Properties, click on the [image: image32.png]®xtestarcgisserver.gis.iastate.edu - Remote Desktop.
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button at the PredefinedQuery option to open the Query Attributes Editor dialog box.

· Ensure that the Custom Where Expression is checked and modify the Where Expression Format String as shown below.
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· Click OK to close the dialog box.

· At the TaskManager component, click on the EditorTask1 object.

· In Properties, click on the [image: image34.png]®xtestarcgisserver.gis.iastate.edu - Remote Desktop.
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button at the AttributeDisplay option to open the Attribute Display Editor dialog box.

· Click on the Hidden button at the bottom of the dialog box.

· Ensure that the following fields are checked as Editable option: FType, FCode, Name, NumFloors, BldHeight, Base_Height, Address, City, County, State, and Zipcode.
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· Click OK to close the dialog box.

· At the TaskManager component, double-click on the EditorTask1 object to open the Default.aspx.cs file.

· Click on the +sign in front of the Page Methods module to expand the page.

· Insert the yellow highlight lines into the file:
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.

.

.

using ESRI.ArcGIS.Server;

using ESRI.ArcGIS.ADF.Web.DataSources.ArcGISServer;

using ESRI.ArcGIS.ADF.ArcGISServer.Editor;

using ESRI.ArcGIS.ADF.ArcGISServer.Editor.Tools;

using System.Collections.Generic;

using ESRI.ArcGIS.Geodatabase;
.

.

.
namespace WebMapApp

{

.

.

.
protected void Page_Init(object sender, EventArgs e)


{

.


.



.

EditorTask1.PreAttributeEdit += new PreAttributeEditEventHandler(EditorTask1_PreAttributeEdit);
EditorTask1.PostToolExecute += new PostToolExecuteEventHandler(EditorTask1_PostToolExecute);
    
}

void EditorTask1_PreAttributeEdit(object sender, PreAttributeEditEventArgs e)
{
 string userName = Context.User.Identity.Name;
if (string.IsNullOrEmpty(userName)) userName = "SYSTEM";
int fieldIndex = e.Feature.Table.FindField("LastUserUpdate");
if (fieldIndex > -1) e.Feature.set_Value(fieldIndex, userName);
DateTime editTime = System.DateTime.Now;
int dateIndex = e.Feature.Table.FindField("LastUpdateDate");
if (dateIndex > -1) e.Feature.set_Value(dateIndex, editTime);
}
      void EditorTask1_PostToolExecute
            (object sender, ESRI.ArcGIS.ADF.ArcGISServer.Editor.Tools.EditorToolEventArgs e)
            {
                   if (e.ServerAction.Editor.SelectedLayerName == "Buildings")
                   {
                         IFeatureClass featureClass = e.ServerAction.Editor.FeatureLayer.FeatureClass;
                         if (e.ServerAction is AddVertex)
                         {
                               AddVertex addVertex = (AddVertex)e.ServerAction;
                               UpdateLastModifiedTime(addVertex.Features, featureClass);
                          }

                          else if (e.ServerAction is MoveVertex)
                         {
                               MoveVertex moveVertex = (MoveVertex)e.ServerAction;
                               UpdateLastModifiedTime(moveVertex.Features, featureClass);
                          }
                          else if (e.ServerAction is DeleteVertex)

                          {
                               DeleteVertex deleteVertex = (DeleteVertex)e.ServerAction;
                               UpdateLastModifiedTime(deleteVertex.Features, featureClass);
                          }
                          else if (e.ServerAction is MoveFeature)
                          {
                                MoveFeature moveFeature = (MoveFeature)e.ServerAction;
                                UpdateLastModifiedTime(moveFeature.Features, featureClass);
                          }

                          EditorUtilities.RefreshAttributes(e.ServerAction.Editor, null);
                   }
            }
            private void UpdateLastModifiedTime
            (List<int> fids, ESRI.ArcGIS.Geodatabase.IFeatureClass featureClass)
            {
                   string userName = Context.User.Identity.Name;
                   if (string.IsNullOrEmpty(userName)) userName = "SYSTEM";
                   int dateIndex = featureClass.Fields.FindField("LastUpdateDate");
                   int userIndex = featureClass.Fields.FindField("LastUserUpdate");
                   foreach (int fid in fids)
                          {
                                IFeature feature = featureClass.GetFeature(fid);
                                feature.set_Value(dateIndex, DateTime.Now);
                                feature.set_Value(userIndex, userName);
                                feature.Store();
                           }
            }
.
.

.
}
· Click Ctrl+S to save the Default.aspx.cs file.

· When finished, close the Microsoft Visual Studio.

Securing the web application
To implement security for the CAP Grant web application, users and roles need to be stored in a Microsoft SQL Express database. SQL Server is one of several options for users and roles. This option is often used when users of the server are on the Internet, but can also be used on local networks. 
For this report, it is assumed that you already have Microsoft SQL Express installed on your system. You will configure the user and role location in Manager and set permissions for the web application.

Configure the user and role location in Manager
After you have installed the prerequisites, use Manager to configure SQL Server Express as the user and role location.
1. Start ArcGIS Server Manager and log in.
2. In Manager, expand the Security panel and click Settings.
3. Click the Configure link.
4. In the dialog that opens for Location for Users, choose SQL Server. Click Next. 
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5. In the dialog for specifying settings for SQL Server, enter the database server name in the Server text box as .\SQLEXPRESS.
6. Click Connect to display a list of available databases and options (if the connection fails, check to ensure your database server is running and available on the network, and that the account you used to log into Manager is allowed to administer the SQL Server). 
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7. If using SQL Server Express, verify that the option to Use Trusted Connection is checked. This means that applications will use the account that runs ASP.NET to authenticate users and to check roles. If using the full version of SQL Server, and the SQL Server is installed on a separate machine, uncheck the Use Trusted Connection option, and enter a SQL database login. For full SQL Server on the same machine, the trusted connection option is recommended, but a SQL login may also be used.

8. Click the option to Create a new database, and enter a name (such as aspnetdb). Verify that the option is checked to "Add Everyone, Anonymous and Authenticated Users roles to database". Then click Next.

9. In the panel for password recovery, leave the option unchecked. You can re-run the wizard later if needed to enter settings for the mail server, which is required to recover passwords. Click Finish. The wizard dismisses with the entry SQL Server users and roles displayed in the Location box.

Notice that security for services is set to Not Enabled. Do not enable security at this point. 

Add users and roles
Before you can assign permissions to applications or services, you need to add some users and roles.
1. In Manager, click the Security tab on the left side, then click Users. No users will be listed if you just created the database by following the steps above. 
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2. In the Users panel, click the Add User link to display the dialog for adding a new user. 
3. In the new-user dialog, enter the information for the new user. The following is a suggestion, but you may enter your own user settings. Note: by default, passwords must have at least seven characters, and at least one character must be non-alphanumeric (such as @, #, $, or %; but avoid using &).
· User name: staff1
· Password: staff1$
· Email: staff1@yourcompany.com
· Security Question: What was your first pet's name?
· Security Answer: Fido
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4. No roles have been defined yet, so leave that box blank. Click Add to add the new user. Manager should return to the Users list and display the new user. 
5. Add another user, such as engineer1. Make up your own values for password, etc. Optionally, you may add more users at this point. 
6. Click the Roles link in the Security section. No roles will exist yet.
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7. In the Roles panel, click the Add Role link to display the dialog for adding a new role. 
8. In the new-role dialog, enter a name for the role, such as Staff. Then highlight the user you created earlier, such as staff1, and click the Add> button to add it to the Role members list. 
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9. Click Add Role to add the role and return to the Roles list. The new role should appear in the list. 
10. Create one more role, such as Engineers, and add the second user you created earlier to this role. 
11. Notice that you can expand the roles list to show the members of the role.
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12. Optionally, add more users and roles. Always add each user to at least one role. As we will see next, permissions for services and applications are based on roles, not individual users.
Secure a Web application

Now you will secure a Web application by limiting access to designated roles. 
1. In Manager, click Applications to list the Web applications. Find the application you want to secure in the list. In the Permissions column, you will notice the unlocked icon [image: image43.png]


. This indicates that the application is not restricted, so that users currently are not required to log in.
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2. Click the permissions icon [image: image45.png]


, which displays the Permissions dialog for the Web application. 
3. Check the box for Enable security for this web application. This enables the lists of available and allowed roles. 
4. Highlight the Staff role (or other role you added above) in the Available Roles list. Click the Add> button to add it to the list of Allowed Roles.
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5. Click Save to save the permissions and return to the list of applications. Notice that the permissions icon changes to a locked [image: image47.png]


appearance, which shows that it now requires a login to access the application. 
6. Test the application by clicking its URL hyperlink in the list of Web applications. The application should open in a new browser window, and it should be redirected to the Login page.
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Enter the username and password for a user who is a member of the role you permitted (for example, the staff1 user added above). Upon a successful login, the application will proceed to the ArcGIS Server web application page. 
7. Click the Logout link on the Web application page. 
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The application returns to the Login page. Optionally, attempt to login with another user login that is not permitted based in role membership, the user will not be allowed to log in. Close the application and return to Manager.
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